DI GIOVANNI

Security
Engineer
2140 Edenburn Dr. Apt. B,

Ames, |A 50010 708-334-6347 jdigiovanniO727@gmail.com

Cyber Security Engineering student seeking a full time position after graduation in May 2026

Principal Financial Group Des Moines, |A
GRC Compliance - Security Intern May, 2025 - August, 2025
» Answer customer questions related to Principal’s security infrastructure using Responsive
o Create/Update documentation for processes and tools
Directory Services - Security Intern May, 2024 - May, 2025
» Collaborate with the Information Security Risk Management team using AGILE/SCRUM methodologies
» Collaborate with many security teams to automate multiple processes using ServiceNow and other tools
» Create/Update documentation for processes and tools
Projects:
Single Sign-On (SSO) Support Automation
» Automate the process to create new SSO applications in AWS using ServiceNow, Github, and Terraform
ActiveDirectory (AD) Account Disable
» Create an automated process in ServiceNow to disable unused AD process Accounts
DevOps Research and Assessment (DORA) Metrics Dashboard
o Create a dashboard that automatically pulls DORA metrics from Jira, ServiceNow, and Github to be
displayed in graphs and tables in our developer portal for team leaders and managers.

Sentinel Technologies Downers Grove, IL
Threat Investigation Analyst Intern December, 2023 - January 2024
» Investigate security incidents using a variety of tools
o Foundational experience with Darktrace, CrowdStrike, Mimecast, Cisco AMP, and Cylance
o Communicate with customers and internal teams to handle incidents
» Communicate with internal teams to tune alarms and tickets for each customer's environment
» Create and update in depth ServiceNow Knowledge Bases for processes
Projects:
* Decommission CAN Nodes that were replaced by Palo Alto firewall hardware
Threat Investigation Analyst Intern May, 2023 - August, 2023
Projects:
Palo Alto Firewall Replacement
» Configure new Palo Alto firewall hardware for our customers and prepare them to be shipped
Fortis ActiveDefense Category Descriptions
» Create a list of ActiveDefense categories and alarms, a description of them, and how each threat can be
mitigated

lowa State University Ames, IA Expected May, 2026

Bachelor of Science in Cyber Security Engineering
Cumulative GPA: 3.52
» Engineering Problem Solving; C; Java; Digital Logic; Computer and Network Configuration;
Technical Communication; Software Development; Ethics in Cybersecurity; Embedded Systems



Sentinel Technologies
Palo Alto Firewall Replacement
» Configure new Palo Alto firewall hardware for our customers and prepare them to be shipped
Fortis ActiveDefense Category Descriptions
» Create a list of ActiveDefense categories and alarms, a description of them, and how each threat can be
mitigated
Principal Financial Group
Fraud Account Deletion Automation
» Automate the process to delete fraudulent accounts and recreate them for the verified user using ServiceNow
Single Sign-On (SSO) Support Automation
» Automate the process to create new SSO applications in AWS using ServiceNow, Github, and Terraform
ActiveDirectory (AD) Account Disable
e Create an automated process in ServiceNow to disable unused AD process Accounts
DevOps Research and Assessment (DORA) Metrics Dashboard
» Create a dashboard that automatically pulls DORA metrics from Jira, ServiceNow, and Github to be displayed
in graphs and tables in our developer portal for team leaders and managers.

» Devolutions: SSH into sensors to restart ServiceNow
forwarding services » Suite Certification - Citizen Developer Core Skills
« Umbrella: Manage block/whitelist for sites « Citizen Developer Application Creator
e VirusTotal: Verify IP, hash, or domain reputation « Citizen Developer Process Creator
« Triage: Investigate domains for malicious files/ « Citizen Developer Advanced Skills
URLs TryHackMe
» Splunk: Basics, fields, visualizations, time-based * Introduction to Cyber Security
data e Cyber Defense Frameworks

» Terraform: Managing users and conditional access
policies



